Fundamentals of Cryptography: Midterm

Wednesday Nov 5, 3-5PM

Problem 1 (1pt) Complete the definition of polynomial growth. For a functions
f:N—=R". Wesay f(n) = poly(n) if fill the blank

Problem 2 (1pt) Complete the definition of negligible functions. A function f: N —
R+ is negligible, if fill the blank

Problem 3 (2pt) Complete the definition of PRF. An efficiently-computable function
F:{0,1}* x {0,1}* — {0,1}* is a PRF (for simplicity, assume key/input/output are of
the same length) if for any polynomial-time distinguisher D, the probability D outputs
1 in the real world is close to (off by at most negl(\)) the probability D outputs 1 in the
ideal world.

Real World: Ideal World:

The challenger samples . The challenger samples

The distinguisher is allowed /given The distinguisher is allowed /given
describe the interaction . describe the interaction

The distinguisher outputs a bit. The distinguisher outputs a bit.

Problem 4 (2pt) The assumption that PRGs exist is known to be equivalent to the
assumption that choose all correct answers

(a) OWFs exist; (b) weak OWFs exist; (c) OWPs exist;
(d) CRHFs exist; (e) PRFs and PRPs exist; (f) P# NP.

Problem 5 (2pt)  Sort the following security definitions, from weakest to strongest.
(a) Authenticated Encryption; (b) CPA-security;

(c) CCAl-security; (d) CCA2-security;
(e) indistinguishable encryptions in the presence of an eavesdropper.

Problem 6 (2pt) Let fo, fi : {0,1}" x {0,1}* — {0,1}" be two PRFs, let g :
{0,1}™ — {0,1}" be a length-doubling PRG. Then f’ must be a PRF if f’ is defined as

choose all correct answers .
(a) f'(k,x) = folko, )| f1(k1, x), where ko k1 = g(k);
(b) f'(k,z) = fu(ks, z), where b is the parity of x, and ko||k1 = g(k);
(c) f'(k,x) = fo(k,z) ® fi(k,z); (d) f'(k,x) = folk, fi(k,z)).




Choose any 4 of the following problems (problem 7,8,9,10,11) to solve.

Problem 7 (5pt) Non-cryptographic application uses linear PRGs. A linear PRG
can be generically defined as follows:

}EXK

o It is parameterized by a public matrix M € {0, 1 , where ¢ = poly(\).

o The seed is a non-zero vector s € {0, 1}*.
e Define sog = s, s;0.1 = Ms;, and the i-th bit of the output is the first bit in s;.

Denote this PRG by G, the pseduocode of G, is

Given seed sy;= s
For 1 =1,2,3,...:
Let s; < Ms;_1
Output the first bit of s;

Part A. Prove that G is not a (secure) PRG. Presents an efficient distinguisher without
using M (but may know an upper bound of /).

CSS stream cipher is built on top of two linear PRGs G4, Gg. The i-th output byte
of CSS stream cipher is the addition (mod 256) of the i-th output bytes from G4 and
Gp. Its pseudocode is

Given seed su,sp for G4,Gp respectively
For 1 =1,2,3,...:
Run G4 for eight cycles to obtains z;
Run Gp for eight cycles to obtains y;
Output z; +y; (mod 256)

Part B. Prove or disprove that CCS stream cipher is a (secure) PRG.

Problem 8 (5pt)  Given functions hq,...,hs : {0,1}" — {0,1}", the t-round Feistel
network is defined as:

Feistely, . n, (2o, 21) takes (zg, 1) as the input.
For each 1 < i < ¢:
Set Tiv1 < Tim1 D hZ(ZL‘Z)

Output (zy,z11) as the output.

Let F':{0,1}" x {0,1}* — {0,1}" be a secure PRF, we know that

F’((/ﬁ, K, k3), (1’07 $1)) = FeiStelF(kl,-),F(kg,-),F(kg,-)($0> 331)
F"((Ky, ko, k3, ka), (20, 71)) = Feistelpg, ) p(hy,),F(ks,) P (ks,) (T0, T1)

are PRP and strong PRP respectively. In this problem, we wonder what if the round
keys in Feistel network are not independent.

Is F/N((lﬁ, k’g), (330, .’L’l)) = FeiStelp(kl7.)’F(k2,.)7F(k1’.),F(k%)(1‘0, $1) a strong PRP? Brieﬂy
prove your claim.



Problem 9 (5pt) Let IIcpa = (Gengpa, Encopa, Decopa) be a CPA-secure encryption
scheme. Let (Genyac, MAC, Verify) be a strongly secure MAC scheme, whose MAC al-
gorithm is deterministic and whose verification algorithm is canonical. Let F : {0, 1}* x
{0,1}* — {0,1}* be a secure PRF. Prove that 1[5z = (Genag, Encar, Decag) is a secure
authenticated encryption scheme, or give a counter-example

e Gen AE(l)‘) samples three keys: kcpa for CPA-secure scheme, kprp for PRF, kyiac
for MAC.

o Encap(k, m) samples random v < {0, 1}*, and compute ciphertext c as

t = MAC(kMAc, mHv),

¢ = Enccpa (kepa, m||v||t; F(kprr,v)),

where Encepp uses F(kpgp,v) as its randomness tape. (W.l.o.g. we may assume
Enccpa consumes A-bit of randomness.)

o Decag(k,m) decrypts the ciphertext using kcpa. Say the decryption is m|v|[¢. If
¢ = Encag(k, m;v), output m; otherwise, output L.

Problem 10 (5pt) Let h : {0,1}* — {0,1}* be a (keyless) collision-resistant hash
function (CRHF). We will extend the definition of H, and define the hash value of files
and folders.

For simplicity, assume that the file system has a tree structure; a file must be a leaf
in the tree; there are no additional attributes besides names; assume that file names and
folder names are A-bit strings; all files/folders in the same folder have different names.

For a file F', its hash value is naturally defined as the hash value of its data.

h(F') := h(bit string data of F)

For a folder F', assume the it contains files/folders Iy, Fy, ..., F, (sorted by name in
alphabetical order) as its immediate children in the file tree, then its hash value is defined
as

total number of folders
h(F):=h <name of Fy || h(F}) H ... || name of F,, || h(F,) i F and its subfolders>
Here is an example.
folder A h(A) :==h(|"B"| » ['E"| «] 3 |)
| folder B \
Ilfllec hB‘-_/hu " nnn 0 h(E) := h( |["g" 1
| | file D (B):=h(|"c" ¢ ['D"] ¢ ) h(E) = h(|'F )

!
| folder E l l l
| | folder F h(C) k(D) h(F):=h(]| 0

Apparently, it is computationally difficult to find two files with different contents but
same hash value. Is it computationally hard to find two folders with different contents
but same hash value? Prove your statement.



Problem 11 (5pt) Let P: {0,1}* x {0,1}* — {0,1}* (together with P~!: {0, 1}* x
{0,1}* — {0,1}*) be an efficiently-computable keyed permutation. Is

hz,y) = Plr@yy) @rdy
collision-resistant? Prove one of the following.
 h is a collision-resistant hash function (CRHF) if P is a strong PRP.

e h is not collision-resistant if P is modeled as an ideal cipher.



